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10 select Screen saver timeout from the Local Group Policy Editor window.
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The Screen saver timeout window appears.

& Screen saver timeout

Ei Screen saver timeout

(® Not Configured Comment:
O Enabled
) Disabled

Opticns:

Previous Setting Mext Setting

Supported on: At least Windows 2000 Service Pack 1

Help:

Number of seconds to wait to enable the screen
saver

3

Seconds: |0 -

Specifies how much user idle time must elapse before the screen
saver is launched.

When configured, this idle time can be set from a minimum of 1
second to a maximum of 86,400 seconds, or 24 hours. If set to zero,
the screen saver will not be started.

This setting has no effect under any of the following
circumstances:

- The setting is disabled or not configured.

- The wait time is set to zero,

- The "Enable Screen Saver” setting is disabled.

- Neither the "Screen saver executable name" setting nor the

Screen Saver dialog of the client computer's Personalization or
Display Control Panel specifies a valid existing screen saver
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11 Sselect Enabled and Apply.

A Screen saver timeout

E‘ Screen saver timeout

Previous Setting Next Setting

(O Mot Configured Comment:
(® Enabled
() Disabled

Supported on: [ At |east Windows 2000 Service Pack 1

Opticns:

Help:

MNumber of secends to wait to enable the screen
saver

Seconds: (900 =

Specifies how much user idle time must elapse before the screen
saver is launched.

When configured, this idle time can be set from a minimum of 1
second to a8 maximum of 86,400 seconds, or 24 hours, If set to

zero, the screen saver will not be started.

This setting has no effect under any of the following
circumstances:

- The setting is disabled or not configured.

- The wait time is set to zero.

- The "Enable Screen Saver” setting is disabled.

- Neither the "Screen saver executable name" setting nor the

Screen Saver dialog of the client computer's Personalization or
Display Control Panel specifies a valid existing screen saver

v

12 select OK to close the window.
A

Setting Lock Screen

T Type Lock screen settings from the Windows search bar to locate Screen saver settings.

O &
Best match

Lock screen settings
System settings
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The Settings window appears.
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Settings

@ Home

Find a setting

Personalization

Bl

Background

2]

Colors

|

Lock screen

Themes

8

A Fonts

B8 Start

= Taskbar

Lock screen

Background

Picture v

Choose your picture

Browse

Choose an app to show detailed status

+

Choose apps to show quick status

+ + 4+ + 4+ + 4+

Show lock screen background picture on the sign-in screen
@ on

Screen timeout settings

Screen saver settings
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2 scroll down to the bottom and select Screen saver settings. The Screen Saver Settings window
appears.

EX Screen Saver Settings

Screen Saver

Screen saver

Blank V Settings... Preview

-
15
-

On resume, display logon screen
Power management

Conserve energy or maximize performance by adjusting
display brightness and other power settings.

Change power settings

Apply

3 Select Apply.

4  select OK to close the window.
A

Setting Account Lockout Policy

1 Type Local Security Policy from the Windows search bar to locate the Local Security Policy.

Password Policy | Account Lockout Palicy

Application Inactih
| Enforce account lockout threshold

Invalid login attempts: 30| times

Enfarce account lockout duration
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2 Double-click Local Security Policy to open the Local Security Policy window.

F Local Security Policy

File  Action

& 7 X2 HmE

View Help

G

;4_;, Security Settings
> |4 Account Palicies
> 4 Local Policies
» | Windows Firewall with Advanced Secu
71 Network List Manager Policies
 Public Key Policies
| Software Restriction Paolicies
_ Application Control Policies
Q. IP Security Policies on Local Computer
| Advanced Audit Policy Configuration

Name
|8 Account Policies
[ Local Policies
[~ Windows Firewall with Advanced Security
[ Network List Manager Policies
[ Public Key Policies
[ Software Restriction Policies
_ Application Control Policies
S IP Security Policies on Local Computer
| Advanced Audit Policy Configuration

Description

Password and account lockout policies

Auditing, user rights and security options policies
Windows Firewall with Advanced Security

Network name, icon and location group policies.

Application Control Policies
Internet Protocol Security (IPsec) Administration. ...
Advanced Audit Policy Configuration
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3 Navigate to Security Setting > Account Policies > Account Lockout Policy. Configure the Security
Settings as below.

Sa Local Security Policy - a X

File Action View Help
s HE = o

fg Security Settings Policy Security Setting
v & Account Policies

‘ |24 Account lockout duration 15 minutes
4 Password p:'(“:y ‘ [ Account lockout threshold 10invalid logen attempts
Ac t Lo t Poli
A12ccoly outFolicy (| Reset account lockout counter after 15 minutes

A Local Policies
_| Windows Defender Firewall with Advai
| Network List Manager Policies
_| Public Key Policies
] Software Restriction Policies
_| Application Control Policies
.g IP Security Policies on Local Computer
_ Advanced Audit Policy Configuration

Setting Password Policy

1 Type Local Security Policy from the Windows search bar to locate the Local Security Policy.

Password Policy | Account Lockout Palicy | Application Inactiy
Enfarce account lockout threshold

Invalid login attempts: 30| times

Enfarce account lockout duration
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2 Double-click Local Security Policy to open the Local Security Policy window.

F Local Security Policy

File  Action

& 7 X2 HmE

View Help

G

;4_;, Security Settings
> |4 Account Palicies
> 4 Local Policies
» | Windows Firewall with Advanced Secu
71 Network List Manager Policies
 Public Key Policies
| Software Restriction Paolicies
_ Application Control Policies
Q. IP Security Policies on Local Computer
| Advanced Audit Policy Configuration

Name
|8 Account Policies
[ Local Policies
[~ Windows Firewall with Advanced Security
[ Network List Manager Policies
[ Public Key Policies
[ Software Restriction Policies
_ Application Control Policies
S IP Security Policies on Local Computer
| Advanced Audit Policy Configuration

Description

Password and account lockout policies

Auditing, user rights and security options policies
Windows Firewall with Advanced Security

Network name, icon and location group policies.

Application Control Policies
Internet Protocol Security (IPsec) Administration. ...
Advanced Audit Policy Configuration
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3 Navigate to Security Setting > Account Policies > Password Policy.

:13 Local Security Policy - O X
File Action View Help
o 2@ = B
[ Security Settings Policy Security Setting
v [E8 Account Polidies . Enforce password history 10 passwords remembered
d Password Po:cy | Maximum password age 90 days
2 Accmlmlt Lockout Policy Minimum password age 0days
A Local Policies Mini d lenath 10 charact
| Windows Defender Firewall with Advai St ) . characters
| Network List Manager Policies Password must meet complexity requirements Enabled
| Public Key Policies Store passwords using reversible encryption Disabled
_| Software Restriction Policies
. Application Control Palicies
Q. IP Security Policies on Local Computer
| Advanced Audit Policy Configuration
< >
4  customize the password policy according to the following.
* Enforce password history: 10 passwords remembered
* Maximum password age: 90 days
* Minimum password age: optional
¢ Minimum password length: 10 characters
* Password must meet complexity requirements: enabled
The password must contain all four of the following character types:
— letter in upper case (A -Z)
— letter in lower case (a -z)
— numbers (0-9)
— special character (i.e.!, @, #,$,%, *, &)
* Store passwords using reversible encryption: optional
A
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Disabling Remote Access

1 Type Control Panel from the Windows search bar to locate the Control Panel app.

O &
Best match

Control Panel
App

2 select Control Panel to open the Control Panel window.

1+ » Control Panel v ¥ | Search Control Panel p
Adjust your computer's settings View by: Category ~

System and Security User Accounts

Review your computer's status !; Change account type

Save backup copies of your files with File History

¥

Backupiand Restore (Windows(7} mzix  Apnearance and Personalization

3 Network and Internet

\% View network status and tasks Clock, Language, and Region
ol

=

{

Choose homegroup and sharing options aa Add a language

Hardware and Sound Change input methods

y ; : Ch, date, time, ber f t:
View devices and printers g AR DSOS

Add a device
Adjust commonly used mobility settings

Ease of Access
Let Windows suggest settings

®

Programs Optimize visual display

e
[.l Uninstall a program

Get programs
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3 Type Security from the search bar to locate Allow remote access to your computer.

1 System - Control Panel ¥ O X

« ~ 4 [ » Control Panel ~ U System x

h System

< G Edit the system environment variables
Show which operating system your computer is running
G‘.ﬂaw advanced system settings
View system resource usage in Task Manager
& Allow remote access to your computer
Check processor speed
G(\'catc a restore point
9 Rename this computer
See the name of this computer
Show how much RAM is on this computer

13) Sound
S Adjust system volume
Change system sounds

Security and Maintenance
Review your computer's status and resolve issues
View reliability history

E Troubleshooting
8]
i

Perform recommended maintenance tasks automatically

Programs and Features
Show which programs are installed on your computer

User Accounts
GGive other users access to this computer

Toclbhcs amd Mo daatina

4 select Allow remote access to your computer. The System Properties window appears.

Systern Properties = ‘

Compuler Name Hardware Advanced Syslem Prolection Remote

Remole Assislance
Allow Remols Assislance connechions Lo this compulsr

WWhat happens when | enable Remote Assistance?

Advancad

Remote Desktop

Choose an option, and then specify who can connect.
(®) Don't allow ramote connactions to this computer
() Allow remote connections to this computer

Allow connactions only from computers running Remote

Dresklop with Metwork Level Aulhenticabion {recommended)
Help me choose Select Users....
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5 Select Don't allow remote connections to this computer from the Remote tab.

Systermn Properties *

Computer Name Hardware Advanced System Protection Remote

Remote Assistance

[ Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Advanced...

Remote Deskiop

Choose an option, and then specify who can connect
(@ Don't allow remote connections to this computer
() Allow remote connections to this computer

Allow connections only from computers running Remote Desktop
with Network Level Authentication (recommended)

Help me choose Select Users...

0 Sselect OK to close the window.
A

Disabling Auto Play

B49006AT

1 Type Auto Play settings from the Windows search bar to locate the Auto Play settings.

O &
Best match

B AutoPlay settings

System settings

Settings
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2 Select Auto Play settings. The Settings window appears.

Settings

&

Home

Find a setting

Devices

Ef Bluetooth & other devices

=
U]

Printers & scanners

Mouse

Touchpad

Typing

Pen & Windows Ink

AutoPlay

USE

AutoPlay

Use AutoPlay for all media and devices

@ on

Choose AutoPlay defaults

Removable drive

| Choose a default ~ |
Memory card

| Choose a default ~ |
Honor V9 spring

| Open device to view files (File Explorer) v |

Related settings

Default app settings

Have a question?
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3 Select Off to turn off Auto Play.

Settings - u] X
@ Home AutoPlay
DS 5 | Use AutoPlay for all media and devices Related settings
@ Off Default app settings
Devices
Choose AutoPlay defaults

Bluetooth & other devices Removable drive

Take no action v

Memory card

51 Printers & scanners
@ Mouse

Take no action v
Typing
® AutoPlay

B uss

4 Close the window.
A

Disabling Unnecessary Services

It is recommended to disable all the unnecessary services while operating the CytExpert software.
Refer to Table G.1.

Table G.1 List of Unnecessary Services

Bluetooth Support Service Microsoft FTP Service (If Windows Media Player Network
available) Sharing Service

Geo-location Service Microsoft iSCSI Initiator Service | Windows Mobile Hotspot Service

Infrared monitor service Remote Procedure Call (RPC) WinHTTP Web Proxy Auto-
Locator Discovery Service

Internet Connection Sharing Routing and Remote Access Xbox Live Game Save

Link-Layer Topology Discovery | SSDP Discovery Xbox Live Networking Service

Mapper

LxssManager (If available) UPnP Device Host
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T Type Computer Management from the Windows search bar to locate the Computer Management

App.

O &
Best match

' gi Computer Management
o
App

2 Sselect Computer Management.

& Computer Management — [m] x
File Action View Help
= m =
A Computer Management (Local | yame Actions
it}
v [ff System Tools {f! System Tools Computer Management (L..
(D) Task Scheduler B35
torage Mare Actions 4

[ Event Viewer

@] Shared Folders

& Local Users and Groups
(%) Performance

T Services and Applications

% Device Manager
w [ Storage
£ Disk Management
=4 Services and Applications
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3 Navigate to Services and Applications > Services.

G

& Computer Management - m} X
File Action View Help
= anm o=z AE >»> e
;é- Computer Management (Local Services Actions
w m System Tools -~ — o
Select an item to view its description.  Mame Description Status Startu ~ | Services -
@ Task Scheduler S
@] Event Viewer Eh ActiveX Installer (AxinstSV) Provides Us... Manu More Actions
@] Shared Folders \C:);AdnbeA(rnhat Update Serv... Adobe Acro... Running  Autor
> :E, Local Users and Groups @;Adﬂhe Genuine Monitor Ser... Adobe Gen...  Running  Autor
@ Performance ‘& Adobe Genuine Software In.. Adobe Gen.. Running  Autor
A Device Manager &};AdobeUpdatESEmce Running  Autor
~ {23 Storage \Q}EAHJoyn Router Service Routes Allle... Manu
&7 Disk Management 1 App Readiness Gets apps re... Manu
Services and Applications {;}EAppli:at\un Identity Determines ... Manu
v Services G Application Information Facilitatest...  Running  Manu
a5l WMI Control »,C:);Appllcatmn Layer Gateway ... Providessu... Manu
E:);Applicatmn Management Processes in.. Manu
&) AppX Deployment Service (... Provides inf... Manu
\S};Auto Time Zone Updater Automatica.. Disabl
».Q};Backgmund Intelligent Tran... Transfers fil... Manu
{;ﬁBackgrDund Tasks Infrastru...  Windows in... Running  Autor
».Q;Ease Filtering Engine The Base Fil... Running  Autor
»&I);Elthckeanve Encryption.. BDESVC hos.. Running Manu
\E:J;Blo(k Level Backup Engine ... The WBEMNG... Manu
L’:);Bluetuoth Handsfree Service  Enables wir... Manu
Bluetooth Support Service The Bluetoo... Running  Manu
£ BranchCache This service ... Manu
».QI);CErtificatE Propagation Copies user ... Manu
\C:);Chent License Service (Clip5... Provides inf. Manu
».TIJ‘ECNG Key Isolation The CNG ke... Running  Manu
S");COM+ Event System Supports Sy.. Running  Autor
< >
< 3 | Extended { Standard /
4 select the service you want to disable.
& Computer Management — [m] X
File Action View Help
«22E 6656 v mun
& Computer Management (Local < Services Actions
v T System Tools . i ; N - Descri 5 Startup Ty logOnds A | Services -
@ Task Scheduler Internet Connection Sharing (ICS) lame escription  Status tartup Type og On As
] Event Viewer &} Intel Bluetooth Service Intel(R) Wir.. Running  Autematic Local Syste... Mere Actions »
Start the service
] Shared Folders . Intel(R) Content Protection ... Intel(R) Con... Manual Local Syste...
Internet Connection Sharin... &
k Local Users and Groups| tel(R) Content Protection ... Intel(R) Con... Manual Local Syste...
(&) Performance Description: Intel(R) HD Graphics Contro Running  Autematic Local Syste. More Actions 4
A Device Manager P;udmesnetwwk addr‘ess_translstiuﬂ,
v {2 Storage sddressing, name resolution and/or Running  Automatic Local Syste...
intrusion prevention services for a
Disk Management home or small office network. . IP Translation Configuratio... Manual (Trig... Local Syste...
Services and Applications sec Policy Agent Internet Pro...  Running  Manual (Trig...  Metwork S...
S Services uniper Network Connect 5. Managesse.. Running  Automatic Local Syste.
) WMI Control  KtmRm for Distributed Tran... Coordinates. Manual (Trig..  Network
anguage Experience Service  Provides inf... Manual Local Syste...
Lenovo Hotkey Client Loader Running  Automatic Local Syste...
: Lenovo Microphone Mute Running  Automatic Local Syste...
enove Platform Service Running  Automatic Local Syste...
: Lenovo PM Service Running  Automatic Local Syste...
nk-Layer Topology Discov.. CreatesaN... Manual Local Service
ocal Profile Assistant Service  This service ... Manual (Trig...  Local Service
4 Local Session Manager Core Winde... Running  Autematic Local Syste...
essagingService 76230 Service sup... Manual (Trig...  Local Syste...
Microsoft (R} Diagnostics H... Diagnestics .. Manual Local Syste...
s Microsoft Account Sign-in ...  Enables use.. Running  Manual (Trig... Local Syste...
icrosoft App-V Client Manages A.. Running  Automatic Local Syste...
MicrosoftisCSl Initiator Ser...  Manages In... Manual Local Syste...
jcrosoft Office Click-to-R.. Managesre.. Running  Automatic Local Syste...
Microsoft Passport Provides pr... Manual (Trig...  Local Syste...
, Microsoft Passport Container Manages lo... Manual (Trig..  Local Service
&} Microsoft Policy Platform L... Manual Local Syste...
&) Microsoft Palicy Platform P... Manual Local Syste.. ¥
< > | Extended { Standard /
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The following window appears.

Internet Connection Sharing {IC5) Properties (Local Computer)
General logOn Recovery Dependencies

Service name: SharedAccess

Display name: Imtemet Connection Sharing (IC5)

Description: ame resolution and/ar intrusion prevention services
or a home or small office netwark. v

Path to executable:

CAWINDOWS System 32 svchost exe 4 netsves p

Startup type: Manual il

Service status:  Stopped
Start Stop Pause Besume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: |

Cancel Aoply
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Select Disabled from the Startup type drop-down.

General |ogOn  Recovery Dependencies

Service name: SharedAccess

Display name: Imtemet Connection Sharing (IC5)

Description:

ame resolution and/ar intrusion prevention services
or @ home or small office netwark. o

Path to executable:
CAWINDOWS System 32 svchost exe 4 netsves p

Startup type: Manual il
Automatic (Delayed Start)
Automatic
. IManual
Service ctotus isuer I
Start Stop Pause Besume

You can specify the start parameters that apply when you start the service
from here.

Start parameters: |

Cancel Aoply

Internet Connection Sharing {IC5) Properties (Local Computer) *

6

Select Apply.

7

A

Select OK to close the window.

G-85



Good Practices for Cyber Security
System Hardening

Disabling Unauthorized Applications

1 Type Edit group policy from the Windows search bar to locate the Edit group policy editor control
panel.

O &
Best match

D Edit group policy

Control panel

2 Select Edit group policy editor. The Local Group Policy Editor window displays.

=/ Local Group Policy Editor — O X

File Action View Help

&= T EB= HE

'=[ Local Computer Policy - Local Computer Palicy
~ (i Computer Configuration i L o
; Select an item to view its description.  Name
_| Software Settings
| Windows Settings A Computer Configuration
_ Administrative Templates ## User Configuration
v % User Configuration
_| Software Settings

| Windows Settings
_ Administrative Templates

\ ExtendedXStandard/
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3 Navigate to Computer Configuration > Administrative Templates > Windows Components >

Store.

File  Acti

on

= Local Group Policy Editor

View Help

L AR lcEN 7|

il 4

<

»> [ TabletPC

RERRERERRREREERERERERRRRERR R

MDM ~

Microsoft account
Microsoft Edge

Microsoft Secondary Authe
Microsoft User Experience V
MNetMeeting

OneDrive

Online Assistance

Portable Operating System
Presentation Settings
Remote Desktop Services
RSS Feeds

Search

Security Center

Shutdown Options

Smart Card

Software Protection Platfon
Sound Recorder

Speech

Store

Sync your settings

__ Store

Select an item to view its description.  Setting

i=| Turn off Automatic Download of updates on Win8 machines
\iz| Turn off Automatic Download and Install of updates

Turn off the offer to update to the latest version of Windows
Disable all apps frem Windows Store

\iz] Turn off the Store application

\iz| Only display the private store within the Windows Store app

State
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured

Extended /(Standard /

6 setting(s)

4  select Disable all apps from Windows Store.

oy

File  Action

#

=] Local Group Policy Editor

View Help

o

= B T

%

EEERERER

TR

e 2 I

7]

IDRERE

MDM

Microsoft account
Microsoft Edge

Microsoft Secondary Auther
Microsoft User Experience V.
NetMeeting

OneDrive

Online Assistance

Portable Operating System
Presentation Settings
Remote Desktop Services
RSS Feeds

Search

Security Center

Shutdown Options

Smart Card

Software Protection Platforn
Sound Recorder

Speech

Store

Sync your settings

Tablet PC

| Store

Disable all apps from Windows Store Setting

T \2] Turn off Automatic Download and Install of updates
Rolicy seting

Requirements:
At least Windows Server 2016,
Windows 10

Turn off the Store application

Description:

Disable turns off the launch of all
apps from the Windows Store that
came pre-installed or were
downloaded. Apps will not be
updated. Your Store will also be
disabled. Enable turns all of it back
on. This setting applies only te
Enterprise and Education editions of
Windows,

Turn off Automatic Download of updates on Win8 machines

|i=] Turn off the offer to update to the latest version of Windows

| Disable all apps from Windows Store Not configured

\=] Only display the private store within the Windows Store app

State

Not configured

Not configured

Not configured

Not configured

Not configured

Extended X Sta ndard/

6 setting(s)
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The following window appears.

& Disable all apps from Windows Store U X

[ Disable all 2pps frem Windows Stere Baiacass Sty

(® Not Configured Comment;

() Enabled
O Disabled

supported on: | ot jeast Windows Server 2016, Windows 10
Opticns: Help:

Disable turns off the launch of all apps from the Windows Store
that came pre-installed or were downloaded. Apps will not be
updated. Your Store will also be disabled. Enable turns all of it
back on. This setting applies only to Enterprise and Education
editions of Windows.

OK Cancel

5 Select Enabled and Apply.
6 Select OK to close the window.

7 Disable the following applications. Refer to Steps 4-6.
¢ Turn off Automatic Download and Install of updates.
¢ Turn off the offer to update to the latest version of Windows.

* Turn off the Store application.
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Enabling SMB Digitally Sign Communications

The Server Message Block (SMB) protocol provides the basis for file and print sharing and many
other networking operations, such as remote Windows administration. To prevent man-in-the-

middle attacks that modify SMB packets in transit, follow the instructions below to enable the SMB
Digitally Sign Communications.

1 Type Edit group policy from the Windows search bar to locate the Edit group policy editor control
panel.

O &
Best match

TZI Edit group policy

Control panel

2 Select Edit group policy editor. The Local Group Policy Editor window displays.

=/ Local Group Policy Editor — O X
File Action View Help
&= E= H

'=[ Local Computer Policy
~ (i Computer Configuration

| Local Computer Policy

7 Software Settings Select an item to view its description.  Name
Windows Settings i Computer Configuration
| Administrative Templates ## User Configuration

v i User Configuration
_| Software Settings
| Windows Settings
. Administrative Templates

\ ExtendedXStandard/
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3 Navigate to Computer Configuration > Windows Settings > Security Settings > Security Options.

? . .
=l Local Group Palicy Editar - O *
File Action View Help

e @ Xz HE
. . -
v & Computer Configuration ~ || Palicy Sec M
| Software Settings . .
- Wind Setti 9 | Accounts: Administrator account status Disi
v [ indows ettings .
- g . . | Accounts: Bleck Microsoft accounts Mo
_| Name Resolution Policy .
N K | Accounts: Guest account status Disi
= Scripts (Startup/Shutdown) L
. | Accounts: Limit local account use of blank passwords to co..  Ena
= Deployed Printers o
= . : | Accounts: Rename administrator account A
~ T Security Settings
& Account Policies | Accounts: Rename guest account Gus
v [ Local Policies | Audit: Audit the access of global systemn objects Disi
4 Audit Policy | Audit: Audit the use of Backup and Restore privilege Disi
& User Rights Assignment | Audit: Force audit policy subcategory settings (Windows Vis... Mol
4 Security Options | Audit: Shut down system immediately if unable to log secur... Disi
| Windows Defender Firewall with Advanced S | DCOM: Machine Access Restrictions in Security Descriptor D... Mot
~| Network List Manager Policies | DCOM: Machine Launch Restrictions in Security Descriptor... Mot
| Public Key Policies | Devices: Allow undock witheut having to log on Ena
_| Software Restriction Policies | Devices: Allowed to format and gject removable media Mo
_| Application Control Palicies | Devices: Prevent users from installing printer drivers Disi
g IP Security Policies on Local Computer | Devices: Restrict CD-ROM access to lecally logged-on user .. Mo
| Advanced Audit Policy Configuration | Devices: Restrict floppy access to locally logged-on user only Mo
. iy Policy-based QoS | Dormain controller: Allow server operators to schedule tasks Mo
| Adrninistrative Templates .
2 U_ Confi . P | Demain controller: Allow vulnerable Metlogen secure chann., Mol
w ser Configuration . - .
o g . v | Domain controller: LDAP server channel binding token requi.. Mot %
< > < >
4 select Microsoft network server: Digitally sign communications (always).
= Local Group Policy Editor - m] X
File Action View Help
x| nFE XE |
~ i Computer Configuration ~ || Policy - Security Setting ~
] Software Settings Interactive logon: Number of previous logons te cache (in case domain controller... 10 logons
v [] Windows Settings - )
. . | Interactive legon: Prompt user to change password befare expiration 5 days
_| Name Resolution Policy . . . — .
. B | Interactive logon: Require Domain Controller authentication to unlock workstation  Disabled
) Scripts (Startup/Shutdown)
= . Interactive logon: Require Windows Hello for Business or smart card Disabled
= Deployed Printers N ) A
- . . | Interactive logon: Smart card removal behavior No Action
~ T Security Settings
A Account Policies | Microsoft network client: Digitally sign communications (zlways) Disabled
~ 4 Local Policies Microsoft network client: Digitally sign communications (if server agrees) Enabled
& Audit Policy | Microsoft network client: Send unencrypted password to third-party SMB servers  Disabled
4 User Rights Assignment | Microsoft network server: Amount of idle time required before suspending session 15 minutes
4, Security Options Microsoft network server: Attempt 54U25elf to obtain claim information Mot Defined
| Windows Defender Firewsll with Advanced & i Microsoft network serv gitally sign communications (always) Disabled
| Metwork List Manager Policies | Microsoft network server: Digitally sign communications (if client agrees) Disabled
_| Public Key Policies Microsoft network server: Disconnect clients when legon hours expire Enabled
| Software Restriction Policies | Microsoft network server: Server SPN target name validation level Not Defined
| Application Control Policies | Network access: Allow anonymous SID/Name translation Disabled
& IP Security Policies on Local Computer Network access: Do not allow anenymeous enumeration of SAM accounts Enabled
-~ _AdVEHCEd Audit Policy Configurstion | Network access: Do not allow anonymous enumeration of SAM accounts and sha... Disabled
aliy Policy-based Qo5 | Metwork access: Do not allow storage of passwords and credentials for network a...  Disabled
| Administrative Templates
User Confi MNetwork access: Let Everyone permissions apply to ancnymous users Disabled
v i se[ .on |guiat\?n © | Network access: Mamed Pipes that can be accessed anonymously
< | Network access: Remotely accessible reaistry paths System\CurrentControlS...
B49006AT
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The following window appears.

Microsoft network server; Digitally sign communications (.. 7 o

Local Securty Setting Explain

Microsaft network server: Digitally sign communications (always)

LUIT}
A

() Enabled
(@) Disabled

4 Modifying this setting may affect compatibility with clients, services,
$ and applications.
For mare information, see Microsoft networs server: Digitally sign
communications (ahways). (A8ZIE55)

Concel | | roply

5 Select Enabled and Apply. The Confirm window appears.

Confirm Setting Change

. 'You are about to change this setting to a value that may affect compatibility
i l"_.. with dients, services, and applications.
For more information, see Microsoft network server: Digitally sign
communications (always). (Q823659)

Do you want to continue with the change?

6 Select Yes. Then select OK to close the window.
A
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Enabling Installation Restriction

1 Type Edit group policy from the Windows search bar to locate the Edit group policy editor control
panel.

O &
Best match

- Edit group policy

Control panel

2 Select Edit group policy editor. The Local Group Policy Editor window displays.

=/ Local Group Policy Editor

File Action View Help

&= T EB= HE

'=[ Local Computer Policy - Local Computer Palicy
~ (i Computer Configuration . . -
; Select an item to view its description.  Name
_| Software Settings
| Windows Settings A Computer Configuration
_| Administrative Templates ## User Configuration
v % User Configuration
| Software Settings

| Windows Settings
_ Administrative Templates

\ ExtendedXStandard/
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3 Navigate to Computer Configuration > Administrative Templates > Windows Components >

Windows Installer.

| Local Group Policy Editor - m] X
File Action View Help
| [ =] |?
~| Windows Defender Applica » . Windows Installer
~| Windows Defender SmartSc .
| Windows Error Reporting Select an item to view its description.  Setting State b
| Windows Game Recarding Prohibit flyweight patching Mot configured
= Windows Hello for Business [ Turn off logging via package settings Mot configured
Windows Ink Workspace Turn off Windows Installer Mot configured
Windows Installer Prevent users from using Windows Installer to install update.. Mot configured
Windows Logen Options Prohibit rollback Mot configured
Windows Mail Turmn off shared components Mot configured
Windows Media Digital Rigl Allow user control over installs Mot configured
Windows Media Player Specify the types of events Windows Installer records in its tr... Mot configured
a Windows Messenger Prohibit non-administrators from applying vendor signed u... Mot configured
Windows Mbility Center Prohibit removal of updates Mot configured
Yindows RowesShell Turn off creation of System Restore checkpoints Mot configured
Vinclows Reliabily finalyss Prohibit User Installs Mot configured
Windows Remote Manager Enforce upgrade component rules Mot configured
Windows Remote Shell
Contrel maximum size of baseline file cache Mot configured
indows pdate Prevent embedded Ul Mot configured
~| Work Folders
;_‘ All Settings Prevent Internet Explorer security prompt for Windows Instal... Mot configured
+ & User Configuration Save copies of transform files in a secure location on workst... Mot configured =
> \Sf.&v‘vara Spattir\gs v <
< } ) > '\ Bxtended /{Standard
23 setting(s)

4  Select Allow user control over installs.

< >

23 setting(s)

1=/ Local Group Policy Editor ul x
File Action View Help
e smE HElT
| Windows Calendar Windows Installer
| Windouws Color System
Allow user control over installs Setting State Comment *
| Windows Customer Experience Improvement Program
| Windows Defender Antivirus Prohibit flyweight patching Not configured No
) Edit policy settin ~
| Windows Defender Application Guard fRolcy sefting. Tum off logging via package settings Not configured No
| Windouws Defender SmartScreen Requirements: Tum off Windows Installer Mot configured No
| Windows Error Reporting At least Windows 2000 Prevent users from using Windows Installer to install update... Not configured No
| Windows Game Recording and Broadcasting Prohibit rollback Not configured No
| Windows Hello for Business Description: 2| Tum off shared components Not configured No
This policy setting permits users
~ Windows Ink Workspace to change installation options that | BNl AL e Not configured No
_ Windows Installer typically are available only to -] Specify the types of events Windows Installer records in itstr.. Not configured No
| Windows Lagon Options system administrators. Prohibit non-administrators from applying vendor signed u..  Not configured No
| Windows Mail fyou enable this nolicy settin Prohibit removal of updates Not configured No
~| Windows Media Digital Rights Management ¥ policy 9. =
some of the security features of Tum off creation of System Restore checkpoints Mot configured No
-] xm:uwsmed\ﬂ Player Windows Installer are bypassed. It Prohibit User Installs Not configured No
- Windows Messenger permits installations to complete Enforce upgrade component rules Not configured No
| Windows Mobility Center that otherwise would be halted
) Windous PowerShell due to a secuity violation. gnntmt\ ma):w;l;mdsllie of baseline file cache xut(nn:gum: zn
“ Windows Reliability Analysis revent embedde ot contigure: °
. If you disable or do not configure Prevent Intemnet Explorer security prompt for Windows Instal.. Net configured No
“| Windows Remote Management (WinRM) this policy setting, the security
| Windows Remote Shell featfresg’fw‘ndi'ws . Save copies of transform files in a secure location on workst... Mot configured No -
= Windows Update prevent users from changin, v 5

", Extended {, Standard
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The following window appears.

& Allow user control over installs [m} *

E Allow user control over installs

Previous Setting Next Setting
(O Mot Configured Comment:
() Enabled
(® Disabled
Supported on: [ At |east Windows 2000
Cptions: Help:

This policy setting permits users to change installation options |~
that typically are available only to system administrators,

If you enable this policy setting, some of the security features of
Windows Installer are bypassed. It permits installations to
complete that otherwise would be halted due to a security
violation.

If you disable or do not configure this policy setting, the security
features of Windows Installer prevent users from changing
installation options typically reserved for system administrators,
such as specifying the directory to which files are installed.

If Windows Installer detects that an installation package has
permitted the user to change a protected option, it stops the
installation and displays a message. These security features
operate only when the installation program is running in a
privileged security context in which it has access to directories
denied to the user.

This policy setting is designed for less restrictive environments, It

e | aony

v

5 Select Disabled and Apply.

6 Select OK to close the window.

~d

Disable install with elevated privileges. Refer to Steps 4-6.

Enabling Firewall Defender

1 Type Windows Defender Firewall from the Windows search bar to locate the Windows Defender
Firewall app.

Windows Defender Firewall

Control panel
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2 Select Turn Windows Defender Firewall on or off.

G

0 ‘Windows Defender Firewall

Help protect your PC with Windows Defender Firewall

Control Panel Home

Allow an app or feature through the Internet or a network.
through Windows Defender

Firewall f
EERs. . v Private networks

Change notification settings

@
& Tum Windows Defender . o Guest or public networks
%
L

Firewall on or off

Restore defaults
Advanced settings
Troubleshoot my network

See also
Security and Maintenance

Network and Sharing Center

€« « 4 @@ » ControlPanel » System and Security » Windows Defender Firewall v

Search Control Panel

Windows Defender Firewall can help prevent hackers or malicious software from gaining access to your PC

Not connected

Connected

3 Select Turn on Windows Defender Firewall for both Private network and Public network settings.

0 Custemize Settings

« © 4 @ « Systemand Security » Windows Defender Firewall » Customize Settings v

Customize settings for each type of network

Private network settings
e @ Turn on Windows Defender Firewall

g (O Turn off Windows Defender Firewall (not recommended)

Public network settings
o @ Turn on Windows Defender Firewall

g (O Turn off Windows Defender Firewall (net recommended)

You can madify the firewall settings for each type of network that you use.

Search Control Panel

[ Block all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

[JBlack all incoming connections, including those in the list of allowed apps

Notify me when Windows Defender Firewall blocks a new app

4 select ok.
A
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Enabling Network Time Protocol

To ensure the accuracy of date and time information included in logs, follow the instructions below
to enable the Network Time Protocol.

T Type Change the date and time from the Windows search bar.

= All Apps Documents Settings Photos More v/ Feedback

Best match
i

[ Change the date and time
) Change th > %
System settings -

Settings

Change the date and time

System settings

@ Change the date and time formats >

4 Open

L change the date and time|
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2 Double-click Change the date and time. The Date and Time Settings window appears.

Settings

@ Home

Find a setting

Time & Language

% Date & time
Region
A Language

@ Speech

Date & time
Date and time
1:06 PM, Wednesday, November 4, 2020

Set time automatically
@ o

Set time zone automatically
@ o

Change date and time

Change

Time zone

(UTC+08:00) Beijing. Chongging, Hong Kong. Urumci

Adjust for daylight saving timz autom,

@ or

Show additional calendars in the taskbar

| Don't show additional calendars

Relatec settings

Date, time, & regional formatting

Add clocks for different time zones

G-97
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3 Select Set time automatically to access the Date and Time window.

G-98

iy Date and Time

Date and Time Additional Clocks Internet Time

Date:
Monday, June 22, 2020

Time:
7:56:03 PM

GChange date and time...

Time zone

(UTC-08:00) Pacific Time (US & Canada)

Change time zone...

Daylight Saving Time ends on Sunday, November 1, 2020 at 2:00
AM. The clock is set to go back 1 hour at that time.

Motify me when the clock changes

B49006AT
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4 select Change settings from the Internet Time tab.

i1 Date and Time

Date and Time Additional Clocks Internet Time

This computer is set to automatically synchronize with
‘time.windows.com'.

This computer is set to automatically synchronize on a scheduled

basis,

GChange settings...

Apply

The Internet Time Settings window displays.

Configure Internet time settings:

Synchronize with an Internet time server

Server: | time.windows.com ~ Update now

This computer is set to automatically synchronize on a scheduled
basis.

Cancel

G-99
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5 select Synchronize with an internet time server, and select OK. The PC is set to automatically

synchronize with the internet time server.
A
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Table of Hazardous Substances g

P

Table of Hazardous Substances

The Hazardous Substances Names and Concentration are shown in Table H.1, Table H.2, and
Table H.3.

B4900GAT H-1
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Table H.1 HHFHWELHLTRAPE IR Table of Hazardous Substances Name and Concentration [CytoFLEX]

$37ULISANS SnopJezey Jo 3|qel
s@2ue)S(NS Snop.iezey Jo sjqel

1v9006t4

BEFESTRSHE =AM Product Name: CytoFLEX
EEP Part Number: = mES Product Model Number:
e = BEBEEYRMITE Hazardous Substances Name
Component Name it} x ] AVIES] ZIREAK ZRTIRER
(Pb) (Hg) (Cd) (Crbt) (PBB) (PBDE)
ENmI B8 E% A 2844 Circuit Boards 0 0 0
FBRLA {4 Power Supplies 0 0 0
&1 Computer 0 0 0 0 0 0
IHZRiAY5 28 Power Conditioner 0 0 0 0 0 0
& (£ %88 Optical Sensors 0 0 0 0 0 0
B Laser 0 0 0 0 0 0
& SIN/ZR/iE17]/ Motors/Pumps/Valves 0 0 0 0 0 0
FE4% Cables X 0] 0] 0] 0] 0]
B 8% K A% AR Tubing & Rubber 0 0 0 0 0 0
EB R} EBMF Plastic 0 0 0 0 0 0
& %24 Hardware 0 0 0 0 0 0
BIEE#HI Packing Material 0 0 0 0 0 0

This table is prepared in accordance with the provisions of SJ/T 11364
0: RAZBESEEWREZHEAMBEIRM RIS ETEGB/T 2652 EMEFIREZRUT
x: RNZBESHEEVRELVEZFHNE IR AP S EBHGB/T 2652 ENMENRER
(B ET7ELEAL, RIBSCARMERI ERAPIT <" B RARE# 1 TiHE—71RR)
O: Indicates that the toxic or hazardous substances contained in all of the homogenous materials for this part is below the limit requirements in GB/T 26572.

X: Indicates that the toxic or hazardous substance contained in at least one of the homogenous materials used for this part in above the limit requirement in
GB/T 26572.
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Table H.2 HHFHYWELHETRABEIUER  Table of Hazardous Substances Name and Concentration [CytoFLEX S]

BFfESTmSHE = G AT Product Name: CytoFLEX S
EEP Part Number: = mES Product Model Number:
e = BEESBEEYMITE Hazardous Substances Name
Component Name i & ] AR ZIREAK ZRTIRER
(Pb) (Hg) (Cd) (Cré+) (PBB) (PBDE)
ENml BB E& #R 4B 14 Circuit Boards 0 0 0
FEIR 4B Power Supplies 0 0 0
TH&#1 Computer 0 0 0 0 0 0
TN %5 28 Power Conditioner 0 0 0 0 0 0
& £ %28 Optical Sensors 0 0 0 0 0 0
M Laser X 0 0 0 0 0
R ENH/ZR /I 7]/ Motors/Pumps/Valves 0 0 0 0 0 0
B3 4% Cables X 0 0 0 0 0
B B8 A% HZ Tubing & Rubber 0 0 0 0 0 0
EB R} BB Plastic 0 0 0 0 0 0
EZ SR Hardware X 0 0 0 0 0
B F} Packing Material 0 0 0 0 0 0

This table is prepared in accordance with the provisions of SJ/T 11364

0: RANZESEEVWREZHEAMBEIRM RIS ETEG/T 2652 EMEFIREEZRUT

x: RNZBESHEEYRELVEZSTEHNE YR AP S SBHGB/T 26512EMENREE

(BARTFELEAL, ARIBSLFRERI ERAPIT <" BB ARREH# I TE— S ER)

O: Indicates that the toxic or hazardous substances contained in all of the homogenous materials for this part is below the limit requirements in GB/T 26572.

X: Indicates that the toxic or hazardous substance contained in at least one of the homogenous materials used for this part in above the limit requirement in
GB/T 26572.

€H

$37UeISgNS SnopJezey Jo 3|qel
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Table H.3 H#FHFYHAHE TR UK Table of Hazardous Substances Name and Concentration [CytoFLEX LX]

$37ULISANS SnopJezey Jo 3|qel
s@2ue)S(NS Snop.iezey Jo sjqel

1v9006t4

BFfESTmSHE 7= A& HT Product Name: CytoFLEX LX
EEP Part Number: P mmES Product Model Number:
R i BEBEYREITE Hazardous Substances Name
Component Name 6 R ® AUIEE] ZIREE ZIR TR
(Pb) (Hg) (Cd) (Crb+) (PBB) (PBDE)
EN I EE B8 AR 2B 44 Circuit Boards 0 0 0 0
BB {4 Power Supplies 0 0
TH & Computer 0 0 0 0 0 0
THER{F¥5 22 Power Conditioner 0 0 0 0 0 0
¢ & 1£ %28 Optical Sensors 0 0 0 0 0 0
B Laser X 0 0 0 0 0
& THH1/ZR /1 7]/ Motors/Pumps/Valves 0 0 0 0 0 0
B3 4% Cables X 0 0 0 0 0
= B& K 4% B Tubing & Rubber 0 0 0 0 0 0
YRR BB Plastic 0 0 0 0 0 0
E IR Hardware X 0 0 0 0 0
B M #} Packing Material 0 0 0 0 0 0

This table is prepared in accordance with the provisions of SJ/T 11364
0: RANZBESEEVREZHEGAMBEIRM RIS E7EGB/T 2652 EMEFIREEZRUT
x: RNZBESHEEYRELVEZTEHNE YR AP S SBHGB/T 26512 EMENREER
(B ET7ELEAL, RIBSCARMERI ERAPIT < B RARRRE# 1 TiE—1RA)
O: Indicates that the toxic or hazardous substances contained in all of the homogenous materials for this part is below the limit requirements in GB/T 26572.

X: Indicates that the toxic or hazardous substance contained in at least one of the homogenous materials used for this part in above the limit requirement in
GB/T 26572.
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Abbreviations

The following list is a composite of the symbols, abbreviations, acronyms, and reference
designators either used in this manual or related to the information in it. When the same
abbreviation (or reference designator) is used for more than one word (or type of component), all
meanings relevant to this manual are included, separated by semicolons.

' — foot

“—inch

% — percent

°C — degrees Celsius

°F — degrees Fahrenheit
+ — plus or minus

< —less than

> — greater than

< — less than or equal to
H — micron

ML — microliters

Hm — micrometer

A — ampere

AC — alternating current
APC — Allophycocyanin

APC-A700 — Allophycocyanin-Alexa
Fluor 700 tandem dye

APC-A7500 — Allophycocyanin-Alexa
Fluor 750

APC-Cy7 — Allophycocyanin-Cyanin 7
APl — Application Programming Interface
Acq. — Acquisition

BCl — Beckman Coulter Incorporated

BMP — bitmap

BP — band-pass filter

CDRH — Center for Devices and Radiological
Health

CFSE — carboxyfluorescein succinmidyl ester
cm — centimeters

CSV — comma separated value

CV — coefficient of variation

DNA — deoxyribonucleic acid

DW — deep well

ECD — Energy Coupled Dye

EFUP — Environmentally friendly Use Period
EMC — Electromagnetic Compatibility

EMF — enhanced metafile format

EMR — electromagnetic radiation

FAPD — Fiber Array Photo Detector

FCS — flow cytometry standard

FITC — Fluorescein isothiocyanate

FLn — Fluorescence Number

FSC — forward scatter

GB — gigabyte

GHz — gigahertz

Gr Wt — gross weight

H — humidity

Hz — hertz

Abbreviations-1



Abbreviations

IEC — International Electrotechnical
Commission

IR — infrared

kg — kilograms

KO — Krome Orange

LED — light emitting diode

L — liter

L) — Levey-Jennings

LWH — length, width, height

m — meter

MB — megabyte

MFI — median fluorescence intensity
MHz — megahertz

min — minute

mL — milliliter

mm — millimeter

mW — milliwatt

NA — numerical aperture

NaClO — sodium hypochlorite solution
NaN; — sodium azide

nm — nanometer

Nt Wt — net weight

PB — Pacific Blue dye

PC5 — Phycoerythrin-Cy5 tandem dye
PC5.5 — Phycoerythrin-Cy5.5 tandem dye
PC7 — Phycoerythrin-Cy7 tandem dye
PE — Phycoerythrin

PEEK — polyether ether ketone
PerCP — Peridinin-Chlorophyll

Abbreviations-2

Pl — Propidium Iodide

PN — part number

QC — quality control

RAM — random access memory

rCV — robust coefficient of variation

RH — relative humidity

ROHS — Restriction of Hazardous Substances

Directive
RPTM — real-time messaging protocol
S/N — serial number
SNR — signal to noise ratio
SSC — side scatter
USB — universal serial bus
UV — ultraviolet
V —volts
VA — volt-ampere
VAC — voltage alternating current
VSSC — violet side scatter
WDM — wavelength division multiplexer

W — watts

B49006AT



routine maintenance, 12-22, 12-31

Symbols

define, Abbreviations-1

define, Abbreviations-1
°C

define, Abbreviations-1
°F

define, Abbreviations-1

define, Abbreviations-1
uL

define, Abbreviations-1
pm

define, Abbreviations-1

I+

define, Abbreviations-1
define, Abbreviations-1

define, Abbreviations-1

Numerics

10 L sheath fluid cubitainer
replacing, 12-7

10 L waste cubitainer (CytoFLEX LX)
emptying, 12-10

4 L sheath fluid container
to clean, 11-11

4 L sheath fluid container (cleaning)
routine maintenance, 11-11

4 L sheath fluid container (CytoFLEX)
filling, 12-6

4 L waste container
to clean, 11-12

4 L waste container (cleaning)
routine maintenance, 11-12

4 L waste container (CytoFLEX)

emptying, 12-9

A

A
define, Abbreviations-1
about this manual, xli
AC
define, Abbreviations-1
account
locking, 4-9
unlock, 2-27
account menu, 2-21
account policies, 2-31
acoustic noise level, 1-38
Acq.
define, Abbreviations-1
acquisition screen, 2-3
collection, 2-5
navigation, 2-4
plot area, 2-8
status bar, 2-9
test tubes, 2-7
acquisition settings
to configure, 6-38
add
vertex to auto polygon gate, 6-30
adding
Deep Clean solution, 12-17
standardization item, 5-34
adding channels
for compensation, 7-22
adjust compensation
manually, 7-16
adjusting
autogate movement, 6-31
compensation, 7-16
compensation settings, 8-8
gain, 6-41
threshold, 6-43
adjusting auto gates, 6-28
adjustment
nonscheduled, 12-78

Index-1




Index

Index-2

routine, 12-2
advanced menu, 2-20
alarm
Fluidics module, 1-19
mute, 1-19
alarm does not sound when the waste container
is full or the sheath fluid container is low
and the software status display is
red, 10-10
alerts
caution define, xvii
important define, xvii
note define, xvii
warning define, xvii
analysis
screen, 8-1
analysis screen, 2-9
to open, 8-3
analyzing
data, 6-73
APC
define, Abbreviations-1
APC-A7500
define, Abbreviations-1
APC-Cy7
define, Abbreviations-1
API
define, Abbreviations-1
applying
standardization in QC, 5-38, 5-41
auto gates
adjusting, 6-28
creating, 6-28
auto polygon gate
add vertex, 6-30
auto recalculate
turn off, 6-30
turn on, 6-30
auto sampling system
Deep Clean solution peristaltic pump, 1-19
auto shutdown, 6-8, 9-3, 11-7
auto startup, 9-3
autogate
adjusting movement, 6-31
extent, 6-32
movement, 6-31
automated software feature, 3-6

backflush settings

to change, 12-94
backup, 10-20

manual injection mode, 4-10
band-pass filter, 1-7, 1-9, 1-11, 1-12, 1-14,

Abbreviations-1

band-pass filters, 1-6
bar-code labels

used on sample carousel, 3-1
BCI

define, Abbreviations-1
beam shaping

laser, 3-3
Beckman Coulter Customer Support Center,

contacting, ii

BMP

define, Abbreviations-1
bold face font

conventions, xliii
bottle

Deep Clean solution, 1-19
BP

define, Abbreviations-1

C

calculating
compensation values, 7-8, 7-13
concentration, 8-7
sample volume, 8-7
calculation of the automatic compensation
experiment is incorrect, 10-14
calculations
compensation, 7-1
calibrating
plate position [with plate loader], 12-95
sample flow rate, 12-78
sample flow rate with plate loader, 12-82
call center, contact information, ii
carousel, sample
bar-code labels, 3-1
description, 3-1
See also MCL
caution
define, xvii
CDRH
define, Abbreviations-1
cell illumination



description, 3-4
CFSE
define, Abbreviations-1
change
password, 2-27
changing
mixer and backflush settings, 12-94
tube name, 6-38
changing sample probe
from plate loader to single tube sample
station, 12-59
from single tube sample station to plate
loader, 12-54
channel
to set, 6-16
channels
adding for compensation, 7-22
fluorescence, 6-49, 6-50
to set, 6-16
characteristics
performance, 1-41
check
waste and reagent levels (10 L fluid
cubitainers), 4-4
waste and reagent levels (4 L fluid
containers), 4-2
cleaning
4 L sheath fluid container, 11-11
4 L waste container, 11-12
nonscheduled, 11-14
routine, 11-1
sample probe, 11-8
sample station, 11-7
surfaces, 11-14
cleaning and ventilation
installation environment validation, A-2
cleaning solution
to prepare, 9-1
cleaning the 4 L sheath fluid container
routine maintenance, 11-11
cleaning the 4 L waste container
routine maintenance, 11-12
cleaning the sample station
routine maintenance, 11-7
closed file system
electronic record management, B-2
cm
define, Abbreviations-1
collecting
data, 6-58

Index

QC data, 5-12
QC data with plate loader, 5-15
collection
acquisition screen, 2-5
collection conditions
to set, 6-44
compensation
adding channels, 7-22
calculations, 7-1
to adjust, 7-16
to manually adjust, 7-16
compensation controls
compensation experiment screen, 2-11
compensation experiment
to create, 7-2
compensation experiment screen, 2-11
compensation controls, 2-11
compensation experiment with plate loader
creating, 7-10
compensation library
to manage, 7-21
compensation matrix
to create from previously acquired
data, 7-14
to generate, 7-4, 7-13
compensation sample
prepare, 7-4,7-13
compensation settings
adjust, 8-8
exporting, 7-19
importing and exporting, 6-83
compensation settings from compensation
library
to import, 7-18
compensation settings from compensation
matrix files
to import, 7-16
compensation values
to calculate, 7-8, 7-13
components
Cytometer, 1-2
Fluid Containers/Cubitainers, 1-2
fluidics system, 1-17
instrument, 1-1
main, 1-2
optical, 1-4
plate holder, 1-27
plate loader, 1-23
sample injection mode control kit, C-2
Workstation, 1-2

Index-3
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Index-4

concentration
calculation, 8-7
sample volume, 8-7
concentration calculation is incorrect, 10-15
concluding
experiment, 6-86
configuration
system, 1-31
configuring
acquisition settings, 6-38
confirming results, 5-20
connection indicator light in the lower left
corner of the software screen is red and
displays Disconnected and Error, 10-10
contact information, Beckman Coulter
Customer Support Center, ii
conventions
bold face font, xliii
the term press, xliii
the term select, xliii
conventions used, 1-xliii
copying
experiments, 8-1
previously acquired experiment, 8-1
create a compensation experiment
start page operations, 2-2
create a new experiment from a template
start page operations, 2-2
create a new screen
start page operations, 2-2
creating
compensation experiment, 7-2
compensation experiment with plate
loader, 7-10
compensation matrix from previously
acquired data, 7-14
detector configuration, 6-48
dot plot overlays, 8-5
heat map (plate loader), 6-63
histogram overlays, 8-5
Levey-Jennings charts, 5-23
new experiment, 6-1
new experiment with plate loader, 6-1, 6-3
plots and gates, 6-19
user roles, 2-29
users, 2-25
creating auto gates, 6-28
CSv
define, Abbreviations-1

custom filter, E-1

custom statistics
setting, 6-35

customer-replaceable parts
ordering, H-1

customized parameters
setting, 6-33

Cv
define, Abbreviations-1

cyber security, G-53
backing up your recovery key, G-13
BitLocker decryption, G-17
BitLocker encryption, G-6
BitLocker keys, G-2
changing encryption strength, G-2
disabling McAfee application control, G-49
drive encryption, G-2
enabling McAfee application control, G-32
exporting certificate, G-35
good practices in cyber security, G-1
Importing certificate, G-45
installing McAfee Application Control, G-26
malware detection software, G-25
operating system patching, G-57, G-61
recovering your BitLocker key, G-23
suspending BitLocker drive

encryption, G-21
switching McAfee Application control to
update mode, G-47

CytExpert
installation options, A-12

CytExpert API test client
setup, 2-48

CytExpert certificate, G-35

CytExpert software
reinstall, A-29
upgrade, A-24

Cytobank, 2-14

instrument, 1-36
dimensions, 1-36

instrument, 1-37
dimensions, 1-37
Cytometer, 1-2, 1-3, A-6
Cytometer cannot be turned on, 10-9
cytometer menu, 2-17



D

daily shutdown
routine maintenance, 11-1
daily shutdown with plate loader
routine maintenance, 11-5
daily start up
routine maintenance, 11-1
daily start up with plate loader
routine maintenance, 11-5
data
analyzing, 6-73
collecting, 6-58
exporting, 6-73
sampling, 6-58
to import, 8-1
data populations are normal on one laser, but
too low on another laser, 10-13
data populations are not where they are
expected, 10-14
data sheets, material safety
how to order, 1-44
data storage
description, 3-6
Deep Clean
procedure, 11-9
routine maintenance, 11-9
Deep Clean solution
to add, 12-17
to prepare, 12-17
Deep Clean solution bottle
fluidics module, 1-19
Deep Clean solution peristaltic pump
auto sampling system, 1-19
default
detector configuration, 6-49
default password, 2-24, A-24
default username
username
default, A-24
define
%, Abbreviations-1
caution, xvii
important, xvii
note, xvii
quality control (QC), 5-1
symbols, -xix
warning, xvii
defining the negative population, 7-5
delete

Index

experiment directory (electronic record
management), B-4

heat map parameter, 6-65
deleting

heat map (plate loader), 6-72

standardization items, 5-46

user roles, 2-30

users, 2-26
detector (WDM)

optical components, 1-4
detector configuration

to create, 6-48

to edit, 6-48

to select, 6-48

to verify, 6-48
detector configuration default, 6-49
detector unit

wavelength division multiplexor (WDM), 1-5
disabling lasers, 6-40
disinfection

surfaces, 11-14
disposal

precaution, 10-9

waste, A-4
DNA

define, Abbreviations-1
document overview, xli
dot plot overlays

to create, 8-5
downloading security updates, G-57
drive decryption

enabling BitLocker, G-17
drive encryption, G-2

BitLocker keys, G-2

BitLocker recovery, G-23

changing encryption strength level for

BitLocker, G-2

enabling BitLocker, G-6
dual-parameter plots, 2-34
duplicating

standardization item parameters, 5-45
DW

define, Abbreviations-1

E

ECD

define, Abbreviations-1
editing

detector configuration, 6-48

Index-5
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Index-6

standardization item parameters, 5-45
EFUP
define, Abbreviations-1
electronic devices
fuse, 1-32,1-34
load button, 1-32, 1-34
power switch, 1-32, 1-34
electronic record management
closed file system, B-2
electronic signature, B-17
experiment directory management, B-3
experiment management, B-2
experiment operation log, B-12
experiment related operations, B-5
exporting an experiment/template, B-9
folder hierarchy management, B-4
importing an experiment/template, B-6
log, B-12
software menu, B-1
system operation log, B-15
user management, B-26
user management operation log, B-16
electronic signature
electronic record management, B-17
retract, B-20
EMC
define, Abbreviations-1
EMF
define, Abbreviations-1
emptying
10 L waste cubitainer (CytoFLEX LX), 12-10
4 L waste container (CytoFLEX), 12-9
EMR
define, Abbreviations-1
enabling lasers, 6-40
environment validation
installation, A-2
environment validation (installation)
power source, A-3
temperature and humidity, A-4
ventilation and cleaning, A-2
worktable, A-2
exchange detector configuration
WDM beam splitter, F-4
exit the software
start page operations, 2-2
experiment
concluding, 6-86
sign, B-17

experiment (new)
creating, 6-1
experiment directory (electronic record
management)
delete, B-4
rename, B-4
setup, B-3
experiment directory management
electronic record management, B-3
experiment management
electronic record management, B-2
experiment operation log
electronic record management, B-12
experiment related operations
electronic record management, B-5
experiment saving, 6-86
experiment selection
start page, 4-27
experiment settings, 2-45
experiment signature
print, B-25
experiments
to copy, 8-1
exporting
compensation settings, 6-83, 7-19
data, 6-73
FCS files, 6-78
heat map (plate loader), 6-72
instrument settings, 6-81, 6-82
plots of multiple tubes as picture files, 6-80
results, 8-9
standardization item, 5-45
statistics table of multiple tubes as a picture
file, 6-80
user logs, 2-33
exporting and experiment/template
electronic record management, B-9
extent
autogate, 6-32

F

FAPD

define, Abbreviations-1
FCS

define, Abbreviations-1
FCS files

exporting, 6-78
files menu, 2-15
filling



4 L sheath fluid container (CytoFLEX), 12-6
filling sheath fluid container, 4-2
filter, E-1
optical, 1-5
sheath fluid, 1-19
FITC
define, Abbreviations-1
FL
See fluorescent light (FL)
FLn
define, Abbreviations-1
flow cell
hydrodynamic focusing, 3-2
illustration, 3-3
to prime, 12-64
flow cell waste out
fluidic connection, 1-20, 4-3, 4-5
Fluid Container holder, 1-17
Fluid Containers, 1-2, 1-3, A-6
Fluid Containers/Cubitainers
component, 1-2
fluidics system, 1-18
fluidics system component, 1-17
fluid sensor holder cutout, 1-17
fluid status information displays red for Sheath
and/or Waste even though the sheath
fluid container is full and the waste
container is empty, 10-11
fluidic connections
flow cell waste out, 1-20, 4-3, 4-5
sheath fluid in, 1-20, 4-3, 4-5
sheath fluid level sensor connector, 1-20,
4-3,4-5
sheath return, 1-20, 4-3, 4-5
waste level sensor connector, 1-20, 4-3, 4-5
waste out, 1-20, 4-3, 4-5
Fluidics module
alarm, 1-19
fluidics module
Deep Clean solution bottle, 1-19
fluidics system, 1-19
fluidics system component, 1-17
sheath fluid filters, 1-19
fluidics system
components, 1-17
Fluid Containers/Cubitainers, 1-18
fluidics module, 1-19
fluidics system components
Fluid Containers/Cubitainers, 1-17
fluidics module, 1-17

Index

fluorescence channels, 6-49, 6-50
fluorescent light (FL)
cell illumination, 3-4
collection, 3-5
when to use, example, 3-4
focusing, hydrodynamic
description, 3-2
folder hierarchy management
electronic record management, B-4
forward scatter (FS)
cell illumination, 3-4
four-quadrant gates
for dual-parameter plots, 2-35
front cover
removal, 12-2
FS
See forward scatter
FSC
define, Abbreviations-1
functions
software, 2-1
fuse
electronic devices, 1-32, 1-34
to replace, 12-90

G
gain
to adjust, 6-41
gate settings, 2-47
gates
to create, 6-19
gates for dual-parameter plots
four-quadrant gates, 2-35
lasso gates, 2-35
polygon gates, 2-35
rectangle gates, 2-35
gates for single-parameter plots
line-segment gates, 2-35
vertical gates, 2-35
GB
define, Abbreviations-1
generating
compensation matrix, 7-4, 7-13
Ghz
define, Abbreviations-1
Gr. Wt.
define, Abbreviations-1
graphic and gating styles, 2-34
graphics
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Index-8

printing, 6-83

H

H
define, Abbreviations-1
hazard
laser, 10-1
hazards
laser beam, 10-2
radiation, 10-3
hazards/precautions, 10-1
heat map (plate loader)
creating, 6-63
deleting, 6-72
exporting, 6-72
modifying, 6-71
refreshing, 6-70
heat map parameter
deleting, 6-65
help menu, 2-22
help, Beckman Coulter Customer Support
Center, ii
histogram
types of display, 3-7
histogram overlays
to create, 8-5
how to
use your manual, xli
humidity and temperature
installation environment validation, A-4
hydrodynamic focusing
description, 3-2
Hz
define, Abbreviations-1

IEC
define, Abbreviations-2
important
define, xvii
importing
compensation settings, 6-83
compensation settings from compensation
library, 7-18
compensation settings from compensation
matrix files, 7-16
data, 8-1
instrument settings, 6-81

lot-specific target values, 5-7
previously acquired data, 8-1
standardization item, 5-44
importing an experiment/template
electronic record management, B-6
information
ordering, 1-35
initializing the instrument, 4-28
inspecting materials
unpacking, A-4
inspection
liquid flow tubing, 12-63
pre-boot, 4-1
inspection when unpacking, A-4
installation
environment validation, A-2
instrument, A-1
software, A-12
installation category, 1-37
installation options
CytExpert, A-12
installing
custom filter, E-1
instrument configuration file, A-22
Plate Loader module, 12-67
software, A-13
installing security updates, G-61
installing the instrument and connecting the
equipment
unpacking inspection, A-5, A-11
instrument
components, 1-1
initializing, 4-28
inspecting materials, A-4
installation, A-1
maintenance, 12-1
parameters, 1-38
shut off, 9-2
transportation and storage, A-1
unpacking, A-4
instrument characteristics, 1-36
instrument components
Cytometer, 1-2
Fluid Containers/Cubitainers, 1-2
Workstation, 1-2
instrument configuration
unpacking inspection, A-4
instrument configuration file
to install, A-22



instrument dimensions, 1-36, 1-37
instrument operations cannot be performed in
the Acquisition screen, 10-16
instrument settings
exporting, 6-82
importing, 6-81
importing and exporting, 6-81
instrument specifications, 1-36
instrument transport or storage
to prepare, 11-15
IR
define, Abbreviations-2
items
adding for standardization, 5-34
deleting for standardization, 5-46
duplicating for standardization, 5-45
editing for standardization, 5-45
exporting for standardization, 5-45
importing for standardization, 5-44

K
kg

define, Abbreviations-2
KO

define, Abbreviations-2

L
define, Abbreviations-2
labels
to set, 6-16
language settings, 2-48
laser
beam shaping, 3-3
hazards, 10-1
settings, 6-38
target power settings (CytoFLEX LX
only), 6-40
laser beam
hazards, 10-2
laser delay
to set, 12-86
laser delay values are out of range, 10-13
laser lines, 1-38
laser power is low, 10-12
laser target power settings (CytoFLEX LX
only), 6-40
laser wavelength, 1-38

Index

lasers
disable, 6-40
enable, 6-40
lasso gates
for dual-parameter plots, 2-35
launching the software, 2-1
LED
define, Abbreviations-2
lenses
beam shaping, 3-3
cross-cylindrical, 3-3
Levey-Jennings charts
to create, 5-23
light collection, separation and measurement
description, 3-4
line segment gates
for single-parameter plots, 2-35
liquid flow tubing
inspection, 12-63
liquid flow tubing inspection
routine maintenance, 12-63
L
define, Abbreviations-2
load button
electronic devices, 1-32, 1-34
locking
account, 4-9
log
electronic record management, B-12
user management operation, 2-33
log in
software, 4-6
log menu, 2-22
logs
exporting, 2-33
viewing, 2-33
lot-specific target values
to import, 5-7
LWH
define, Abbreviations-2

M

m
define, Abbreviations-2
main components, 1-2
maintenance
instrument, 12-1
See also routine maintenance; nonscheduled
maintenance
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Index-10

maintenance reminder
to manage, 12-14
malware detection software, G-25
managing
compensation library, 7-21
maintenance reminder, 12-14
manual
about, xli
adjust compensation, 7-16
manual injection mode
running small sample volumes, 4-10
manuals
updating, iii
material safety data sheets (MSDS/SDS)
how to order, 1-44
maximum altitude, 1-38
MB
define, Abbreviations-2
McAfee application certificate, G-45
McAfee application control
disabling, G-49
enabling, G-32
update mode, G-47
MCL (Multi-Tube Carousel Loader)
loading the sample, 3-1
menu
account, 2-21
acquisition and analysis screen, 2-15
advanced, 2-20
cytometer, 2-17
files, 2-15
help, 2-22
log, 2-22
QC/standardization, 2-20
settings, 2-19
signature, 2-22
software, 2-14
menu tree
software, 2-14
MFI
define, Abbreviations-2
MHz
define, Abbreviations-2
min
define, Abbreviations-2
mixer is not functioning, 10-16
mixer settings
to change, 12-94
mL

define, Abbreviations-2
mm

define, Abbreviations-2
modifying

heat map (plate loader), 6-71

user roles, 2-30

users, 2-26

well settings with plate loader, 6-14
modifying well settings, 6-14

applying existing well settings to additional

wells, 6-15
moving well location [with plate
loader], 6-16
movement
adjusting for autogates, 6-31
autogate, 6-31
moving
well location [with plate loader], 6-16
MSDS (material safety data sheets)
how to order, 1-44
multiple tube plots
export as picture files, 6-80
multiple tube statistics table

export as picture files, 6-80
mute
alarm, 1-19
mute alerter icon, 1-19
mW
define, Abbreviations-2

N

NA
define, Abbreviations-2
NacClo
define, Abbreviations-2
NaN3
define, Abbreviations-2
navigation
acquisition screen, 2-4
QC screen, 2-13
negative population
to define using unstained samples, 7-5
new experiment
creating, 6-1
new experiment with plate loader
creating, 6-1, 6-3
nm
define, Abbreviations-2



no changes occurred after manually adjusting
compensation settings, 10-14
no data acquisition, 10-13
nonscheduled cleaning, 11-14
nonscheduled maintenance
adding the Deep Clean solution, 12-17
calibrating the sample flow rate, 12-78
calibrating the sample flow rate with plate
loader, 12-82
cleaning the sample probe, 11-8
preparing the instrument for storage or
transport, 11-15
replacing the fuse, 12-90
replacing the optical filter, 12-87
nonscheduled replacement/adjustment, 12-78
note
define, xvii
Nt. Wt.
define, Abbreviations-2

o

open a compensation experiment

start page operations, 2-2
open an experiment

start page operations, 2-2
open software, 4-6
opening

analysis screen, 8-3
operating system patching, G-53
optical

components, 1-4
optical bench

optical component, 1-4
optical components

detector (WDM), 1-4

optical bench, 1-4

optical fiber, 1-4
optical fiber, 1-16
optical filter, 1-5

to replace, 12-87
ordering

customer-replaceable parts, H-1
ordering information, 1-35
overlay dot plots, 2-34
overlay histograms, 2-34
overview

document, xli

Index

P
page setup settings, 2-47
parameter (heat map)
delete, 6-65
parameters
description, 3-7
duplicating standardization items, 5-45
editing standardization items, 5-45
instrument, 1-38
TIME, 3-7
password
change, 2-27
default, 2-24, A-24
reset, 2-27
PB
define, Abbreviations-2
PC5
define, Abbreviations-2
PC5.5
define, Abbreviations-2
PC7
define, Abbreviations-2
PE
define, Abbreviations-2
PEEK
define, Abbreviations-2
PerCP
define, Abbreviations-2
performance characteristics, 1-41
sample injection mode control knob, C-1
performing
daily quality control, 5-1
PI
define, Abbreviations-2
picture files
to export, 6-80
plate holder
components, 1-27
plate holder with plate loader
replacing, 12-65
plate loader
components, 1-23
Plate Loader module
installing, 12-67
removing, 12-67
plate loader PEEK tubing
replacing, 12-48
plate loader PEEK tubing (replacing)
routine maintenance, 12-48

Index-11
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plate position [with plate loader]
calibrating, 12-95
plate type, 2-36
plate type library, 2-36
plot area
acquisition screen, 2-8
plot display conditions
to set, 6-46
plot settings, 2-46
plots
dual-parameter, 2-34
overlay dot plots, 2-34
overlay histograms, 2-34
single-parameter, 2-34
to create, 6-19
to set, 8-3
types of display, 3-7
PN
define, Abbreviations-2
policies
account, 2-31
pollution degree, 1-38
polygon gates
for dual-parameter plots, 2-35
population amplitude is decreasing and CV
values are increasing, 10-12
populations are drifting, 10-12
position
sample tube holder, 1-22
power source
installation environment validation, A-3
power source inspection
pre-boot, 4-5
power switch
electronic devices, 1-32, 1-34
pre-boot inspection, 4-1
check waste and reagent levels (10 L fluid
cubitainers), 4-4
check waste and reagent levels (4 L fluid
containers), 4-2
power source inspection, 4-5
workstation connections inspection, 4-5
precaution
disposal, 10-9
precautions
safety, -xviii
precautions/hazards, 10-1
preparation process
QC sample (CytoFLEX Daily IR QC

Fluorospheres), 5-4
QC sample (CytoFLEX Daily IR QC
Fluorospheres) with plate loader, 5-6
QC sample (CytoFLEX Daily QC
Fluorospheres), 5-3, 5-28
QC sample (CytoFLEX Daily QC
Fluorospheres) with plate loader, 5-5
QC sample (CytoFLEX Ready to Use Daily QC
Fluorospheres), 5-4, 5-6
preparing
compensation sample, 7-4,7-13
Deep Clean solution, 12-17
instrument for storage or transport, 11-15
QC sample, 5-3
QC sample with plate loader, 5-5
Standardization sample, 5-27
the cleaning solution, 9-1
preparing QC sample
required materials, 5-3, 5-28
preparing QC sample with plate loader
required materials, 5-5
press
conventions, xliii
previously acquired data
to import, 8-1
previously acquired experiment
to copy, 8-1
priming
flow cell, 12-64
print
experiment signature, B-25
printing
graphics, 6-83
procedure
Deep Clean, 11-9
product description, 1-1

Q
QC
applying standardization, 5-38, 5-41
define, Abbreviations-2
result manager, 5-26
standardization, 5-28
QC aborted due to low event rate, 10-17
QC data
collecting, 5-12
QC data with plate loader
collecting, 5-15
QC experiment screen, 2-12, 2-13



QC failed, 10-18
QC menu tree
software, 2-15
QC report screen, 2-12
QC sample
preparation, 5-3
QC sample (CytoFLEX Daily IR QC
Fluorospheres)
preparation process, 5-4
QC sample (CytoFLEX Daily IR QC
Fluorospheres) with plate loader
preparation process, 5-6
QC sample (CytoFLEX Daily QC Fluorospheres)
preparation process, 5-3, 5-28
QC sample (CytoFLEX Daily QC Fluorospheres)
with plate loader
preparation process, 5-5
QC sample (CytoFLEX Ready to Use Daily QC
Fluorospheres)
preparation process, 5-4, 5-6
QC sample with plate loader
preparation, 5-5
QC screen
navigation, 2-13
QC software menu tree, 2-15
QC/standardization menu, 2-20
Quality Control, 5-2
quality control, 5-2
perform daily, 5-1
quality control (QC)
define, 5-1

R

radiation
hazards, 10-3
RAM
define, Abbreviations-2
rCV
define, Abbreviations-2
reagent levels (10 L fluid cubitainers)
check, 4-4
reagent levels (4 L fluid containers)
check, 4-2
recovery key, G-13
rectangle gates
for dual-parameter plots, 2-35
refreshing
heat map (plate loader), 6-70
reinstall

CytExpert software, A-29

reinstallation procedures

right-side cover, 12-5

removal procedures

front cover, 12-2
right-side cover, 12-4

removing

Plate Loader module, 12-67

rename
experiment directory (electronic record

management), B-4

replacement

nonscheduled, 12-78
routine, 12-2

replacing

10 L sheath fluid cubitainer, 12-7
fuse, 12-90
optical filter, 12-87

Index

plate holder with plate loader, 12-65

plate loader PEEK tubing, 12-48

sample peristaltic pump tubing for sample

loading, 12-38

sheath fluid filter, 12-18

sheath fluid harness and/or waste
harness, 12-91

replacing sheath fluid cubitainer, 4-4
replacing the peristaltic pump for sample

loading
routine maintenance, 12-38

replacing the sample probe for plate loader

routine maintenance, 12-48

replacing the sheath fluid filter

routine maintenance, 12-18

required materials

QC sample preparation, 5-3, 5-28

QC sample preparation with plate loader, 5-5

software installation, A-13

reset

password, 2-27

restore, 10-20
result manager

QC, 5-26

results

confirming, 5-20
to export, 8-9

retention period

setting, B-21

retract

RH

electronic signature, B-20
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Index-14

define, Abbreviations-2
right-side cover

reinstallation, 12-5

removal, 12-4
RoHS

define, Abbreviations-2
role management, 2-27
roles

creating, 2-29

deleting, 2-30

modifying, 2-30
routine cleaning, 11-1
routine maintenance

cleaning the 4 L sheath fluid container, 11-11

cleaning the 4 L waste container, 11-12
cleaning the sample station, 11-7
daily startup and shutdown, 11-1
daily startup and shutdown with plate
loader, 11-5
Deep Clean, 11-9
liquid flow tubing inspection, 12-63
replacing the plate loader PEEK
tubing, 12-48
replacing the sample peristaltic pump
tubing for sample loading, 12-38
replacing the sheath fluid filter, 12-18
routine replacement/adjustment, 12-2
RPTM
define, Abbreviations-2
running
single positive control samples, 7-6
system startup program, 4-16
system startup program with plate
loader, 4-19
running small sample volumes
manual injection mode, 4-10

S

/N
define, Abbreviations-2

safety
precautions, -xviii

sample
checks before running, 6-47
flow, description, 3-1
illuminated in the flow cell, 3-4
loading, automated, 3-1

sample acquisition position
sample tube holder position, 1-22

sample carousel
bar-code labels, 3-1
description, 3-1
See also carousel, sample and MCL
sample flow
description, 3-1
sample flow rate
calibrating, 12-78
sample flow rate is unstable, 10-11
sample flow rate with plate loader
calibrating, 12-82
sample injection control knob
performance characteristics, C-1
sample injection mode
selecting, 4-9
sample injection mode control kit
components, C-2

sample is flowing, but no signal appears in the

plot, 10-15
sample loading
backup, 4-10
sample loading position
sample tube holder position, 1-22
sample peristaltic pump tubing
to replace, 12-38
sample peristaltic pump tubing for sample
loading
to replace, 12-38
sample peristaltic pump tubing for sample
loading (replacing)
routine maintenance, 12-38
sample probe
to clean, 11-8
to unclog, 12-22, 12-31
sample probe change
from plate loader to single tube sample
station, 12-59
from single tube sample station to plate
loader, 12-54
sample probe for plate loader
replacing, 12-48
sample probe for sample loading
to replace, 12-22, 12-31

sample probe for sample loading (unclogging)

routine maintenance, 12-22, 12-31
sample probe is too low, 10-16
sample probe switch
from plate loader to single tube sample
station, C-5



from single tube sample station to plate
loader, C-3
sample station, 1-21
to clean, 11-7
sample station (cleaning)
routine maintenance, 11-7
sample tube holder cannot move up and down
automatically, 10-11
sample tube holder position
sample acquisition position, 1-22
sample loading position, 1-22
standby position, 1-22
sample wells with plate loader
setting, 6-9
sampling
data, 6-58
sampling flow rate is too fast, 10-12
saving
experiment, 6-86
screen
acquisition, 2-3
analysis, 2-9, 8-1, 8-3
compensation experiment, 2-11
QC experiment, 2-12, 2-13
QCreport, 2-12
software, 2-1
SDS (safety data sheets)
how to order, 1-44
select
conventions, xliii
selecting
detector configuration, 6-48
proper sample injection mode, 4-9
service, contact information, ii
setting
channel, 6-16
channels, 6-16
collection conditions, 6-44
custom statistics, 6-35
customized parameters, 6-33
labels, 6-16
laser delay, 12-86
laser target power settings (CytoFLEX LX
only), 6-40
plot display conditions, 6-46
retention period, B-21
sample wells with sample wells, 6-9
signature, B-22
the plots and statistics, 8-3
setting up

Index

violet side scatter channel (VSSC), 6-55
settings
acquisition, 6-38
experiment, 2-45
gate, 2-47
language, 2-48
laser, 6-38
page setup, 2-47
plot, 2-46
software, 2-45
tube, 2-46
settings menu, 2-19
setup
CytExpert API test client, 2-48
experiment directory (electronic record
management), B-3
sheath fluid container, 1-17
to fill, 4-2
sheath fluid container 4 L (CytoFLEX)
filling, 12-6
sheath fluid container/cubitainer, 1-18
sheath fluid cubitainer
to replace, 4-4
sheath fluid cubitainer 10 L
replacing, 12-7
sheath fluid filter
to replace, 12-18
sheath fluid filter (replacing)
routine maintenance, 12-18
sheath fluid filters
fluidics module, 1-19
sheath fluid harness and sensor, 1-17, 1-18
sheath fluid in
fluidic connection, 1-20, 4-3, 4-5
sheath fluid level sensor connector
fluidic connection, 1-20, 4-3, 4-5
sheath return
fluidic connection, 1-20, 4-3, 4-5
shut off
the instrument, 9-2
shutdown
automatic, 6-8, 9-3, 11-7
shutdown daily
routine maintenance, 11-1
shutdown daily with plate loader
routine maintenance, 11-5
side scatter (SS)
cell illumination, 3-4
collection, 3-5
when to use, example, 3-4
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sign
experiment, B-17
signals
processing of, operation principles, 3-6
signature
setting, B-22
signature menu, 2-22
single positive control samples
torun, 7-6
single-parameter plots, 2-34
SNR
define, Abbreviations-2
software
functions, 2-1
launching, 2-1
log in, 4-6
main screen, 2-1
open, 4-6
to install, A-13
to start, A-24
software installation, A-12
installing CytExpert software, A-13
installing instrument configuration
file, A-22
required materials, A-13
starting the software, A-24
software installation fails, 10-16
software menu, 2-14
acquisition and analysis screen menu, 2-15
electronic record management, B-1
software menu tree, 2-14
software operations
create a new experiment, 2-2
software screen, 2-1
start page, 2-2
start page operations, 2-2
software settings, 2-45
specifications
characteristics, 1-36
instrument, 1-36
specimen
See sample
SS
See side scatter
SSC
define, Abbreviations-2
Standardization
loading standardization sample, 5-28
Target value, 5-28

standardization, 5-27
applying in QC, 5-38, 5-41
standardization item
adding, 5-34
deleting, 5-46
exporting, 5-45
importing, 5-44
standardization item parameters
duplicating, 5-45
editing, 5-45
Standardization sample
preparation, 5-27
standardization target library
deleting standardization target
settings, 5-44
duplicate standardization target
settings, 5-44
editing standardization target settings, 5-44
exporting standardization target
settings, 5-44
importing standardization target
settings, 5-44
standby position
sample tube holder position, 1-22
start page
main software screen, 2-2
selecting experiments, 4-27
start page operations
create a compensation experiment, 2-2
create a new experiment from a
template, 2-2
exit the software, 2-2
main software screen, 2-2
open a compensation experiment, 2-2
open an experiment, 2-2
starting
the software, A-24
startup
automatic, 9-3
startup daily
routine maintenance, 11-1
startup daily with plate loader
routine maintenance, 11-5
station
sample, 1-21
statistics
setting, 3-8
to set, 8-3
status bar



acquisition screen, 2-9
storing the instrument, A-1
support, Beckman Coulter customer, ii
surface
cleaning and disinfection, 11-14
suspending BitLocker drive encryption, G-21
switching sample probe
from plate loader to single tube sample
station, C-5
from single tube sample station to plate
loader, C-3
symbols
define, -xix
system configuration, 1-31
system operation log
electronic record management, B-15
system startup program
torun, 4-16
system startup program with plate loader
running, 4-19

T

table
troubleshooting, 10-9
target power settings (CytoFLEX LX only)
laser, 6-40
target value
Standardization, 5-28
temperature and humidity
installation environment validation, A-4
test tubes
acquisition screen, 2-7
the term press
conventions, xliii
the term select
conventions, xliii
threshold
to adjust, 6-43
TIME parameter
description, 3-7
transporting the instrument, A-1
troubleshooting, 10-1
alarm does not sound when the waste
container is full or the sheath fluid
container is low and the software status
display is red, 10-10
calculation of the automatic compensation
experiment is incorrect, 10-14
concentration calculation is incorrect, 10-15

Index

connection indicator light in the lower left
corner of the software screen is red and
displays Disconnected and Error, 10-10
Cytometer cannot be turned on, 10-9
data populations are normal on one laser,
but too low on another laser, 10-13
data populations are not where they are
expected, 10-14
fluid status information displays red for
Sheath and/or Waste even though the
sheath fluid container is full and the
waste container is empty, 10-11
instrument operations cannot be performed
in the Acquisition screen, 10-16
laser delay values are out of range, 10-13
laser power is low, 10-12
mixer is not functioning, 10-16
no changes occurred after manually
adjusting compensation settings, 10-14
no data acquisition, 10-13
population amplitude is decreasing and CV
values are increasing, 10-12
populations are drifting, 10-12
QC aborted due to low event rate, 10-17
QC failed, 10-18
sample flow rate is unstable, 10-11
sample is flowing, but no signal appears in
the plot, 10-15
sample probe is too low, 10-16
sample tube holder cannot move up and
down automatically, 10-11
sampling flow rate is too fast, 10-12
software installation fails, 10-16
table, 10-9
wash station drips during backflush, 10-16
Workstation cannot be turned on, 10-9
tube
settings, 2-46
tube name
to change, 6-38
turn off
auto recalculate, 6-30
turn on
auto recalculate, 6-30
turning the power on, 4-6

U

unclogging
sample probe for sample loading, 12-22,
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12-31
unlock
user account, 2-27
unpacking inspection, A-4
check instrument configuration, A-4

installing the instrument and connecting

the equipment, A-5, A-11
unpacking the instrument, A-4
unstained samples

to define the negative population, 7-5
upgrade
CytExpert software, A-24
USB
define, Abbreviations-2
use your manual
how to, xli
user account
unlock, 2-27
user management, 2-23
electronic record management, B-26
user management operation
log, 2-33
user management operation log
electronic record management, B-16
user roles
creating, 2-29
deleting, 2-30
modifying, 2-30
users
creating, 2-25
deleting, 2-26
modifying, 2-26
using unstained samples, 7-5
uv
define, Abbreviations-2

vV

\%

define, Abbreviations-2
VA

define, Abbreviations-2
VAC

define, Abbreviations-2
ventilation and cleaning

installation environment validation, A-2

verifying

detector configuration, 6-48
vertex

add to auto polygon gate, 6-30

vertical gates
for single-parameter plots, 2-35
viewing
user logs, 2-33
violet side scatter channel (VSSC)
to set up, 6-55
VSSC
define, Abbreviations-2

W

W
define, Abbreviations-2
warning
define, xvii
wash station drips during backflush, 10-16
waste container, 1-17
waste container 4 L (CytoFLEX)
emptying, 12-9
waste container/cubitainer, 1-18
waste cubitainer 10 L (CytoFLEX LX)
emptying, 12-10
waste disposal, A-4
waste fluid harness and sensor, 1-17, 1-18
waste harness
to replace, 12-91
waste level sensor connector
fluidic connection, 1-20, 4-3, 4-5
waste levels (10 L fluid cubitainers)
check, 4-4
waste levels (4 L fluid containers)
check, 4-2
waste out
fluidic connection, 1-20, 4-3, 4-5
wavelength
laser, 1-38

wavelength division multiplexer (WDM), 1-5

WDM
define, Abbreviations-2
WDM beam splitter
exchange detector configuration, F-4
well settings with plate loader
modifying, 6-14
copying
wells, 6-15
cutting
wells, 6-15
modifying well settings
copying wells, 6-15
cutting wells, 6-15



pasting wells, 6-15
pasting

wells, 6-15
running

samples, 6-61
sample, 6-61
sample injection mode

selecting, 4-12
selecting

proper sample injection mode, 4-12
routine maintenance

unclogging the sample probe, 12-22
unclogging the sample probe, 12-22
routine maintenance

unclogging the sample probe, 12-31
unclogging the sample probe, 12-31
Workstation, 1-2, 1-3, A-6

component, 1-2
Workstation cannot be turned on, 10-9
workstation connections inspection

pre-boot, 4-5
worktable

installation environment validation, A-2
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Beckman Coulter, Inc.
SOFTWARE END-USER LICENSE AGREEMENT

IMPORTANT: READ THIS END-USER LICENSE AGREEMENT:

THIS END-USER LICENSE AGREEMENT (“Agreement’) GOVERNS THE USE OF CERTAIN
COMPUTER PROGRAMS ASSOCIATED WITH THE CORRESPONDING PRODUCT (“Product’) OF
BECKMAN COULTER, INC. OR ITS AFFILIATES (“BCr”’). YOUR USE OF SUCH COMPUTER
PROGRAMS, YOUR PURCHASE OF THE PRODUCT, AND/OR YOUR USE OF THE PRODUCT
CONSTITUTES ASSENT AND ACCEPTANCE OF THIS AGREEMENT BY YOU (collectively “You”
or “Your”) AND SIGNIFIES YOUR AGREEMENT TO BE BOUND BY THE TERMS AND
CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT AGREE WITH ALL OF THE TERMS AND
CONDITIONS OF THIS AGREEMENT, YOU DO NOT HAVE THE RIGHT TO AND MAY NOT USE
THE COMPUTER PROGRAMS PROVIDED.

1.

GRANT OF LICENSE. Subject to all of the terms and conditions of this Agreement, BCI grants to You
a non-exclusive, non-sub licensable license to use the computer programs provided by BCI
(“Programs”) in connection with and/or installed on the Product, and the associated user
documentation (“Documentation”) (together with the Programs referred to herein, collectively, as the
(“Software™)), only in accordance with the Documentation (“License”). You have no right to receive,
use or examine any source code or design documentation relating to the Programs. The Software is
licensed and not sold. As between the parties, BCI and its licensor retains all right, title and interest in
and to the Software and any and all derivative works, except as expressly and unambiguously licensed
herein, and BCI reserves all rights in the Software not granted to You. Except as otherwise expressly
provided under the Agreement, You shall only use the Software for Your internal research and
development purposes.

USE RESTRICTIONS. You shall not (and shall not allow others to), directly or indirectly:

a. use (including make any copies of) the Programs beyond the scope of the license granted under
Section 1.;

b. modify, translate, adapt, or otherwise create derivative works or improvements, whether or not
patentable, of the Programs or any part thereof;

c. combine the Programs or any part thereof with, or incorporate the Programs or any part thereof in,
any other programs;

d. reverse engineer, disassemble, decompile, decode, or otherwise attempt to derive or gain access to
the source code of the Programs or any part thereof;

e. reverse engineer, disassemble, decompile, decode, or otherwise attempt to derive or gain access to
the object code of the Programs or any part thereof;

f. remove, delete, alter, or obscure any trademarks or any copyright, trademark, patent, or other
intellectual property or proprietary rights notices provided on or with the Software, including any
copy thereof;

g. rent, lease, lend, sell, sub license, assign, distribute, publish, transfer, or otherwise make available
the Programs, or any features or functionality of the Programs, to any third party for any reason,
whether or not over a network or on a hosted basis, including in connection with the Internet or any
web hosting, wide area network (WAN), virtual private network (VPN), virtualization, time-sharing,
service bureau, software as a service, cloud, or other technology or service;

h. use the Software in, or in association with, the design, construction, maintenance, or operation of
any hazardous environments or systems;

i.  use the Software in violation of any law, regulation, or rule; or
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j-  use the Software for purposes of competitive analysis of the Programs, the development of a
competing software product or service, or any other purpose that is to BCI's commercial
disadvantage.

TERMINATION. The License is effective until terminated. You may terminate the Agreement and the
License at any time by destroying all copies of the Programs. The License will terminate automatically
without notice if You fail to comply with any provision of this Agreement. Within fourteen (14) days
following termination, You shall cease all use of, and, destroy all copies of the Software in Your
possession or control and so certify to BCI in writing. Except for the License, the terms of this
Agreement shall survive termination. Termination is not an exclusive remedy and all other remedies
will be available to BCI whether or not the License is terminated.

SOFTWARE SUPPORT. Please refer to the BCI support number provided in the Documentation for
the Product for information regarding support of the Product.

DISCLAIMER OF WARRANTY. THE SOFTWARE IS PROVIDED TO YOU “AS IS” AND
WITH ALL FAULTS AND DEFECTS WITHOUT WARRANTY OF ANY KIND. TO THE
MAXIMUM EXTENT PERMITTED UNDER APPLICABLE LAW, BCI, ON ITS OWN BEHALF
AND ON BEHALF OF ITS AFFILIATES AND ITS AND THEIR RESPECTIVE LICENSORS AND
SERVICE PROVIDERS, EXPRESSLY DISCLAIMS ALL WARRANTIES, WHETHER EXPRESS,
IMPLIED, STATUTORY, OR OTHERWISE, WITH RESPECT TO THE SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, TITLE, AND NON-INFRINGEMENT, AND WARRANTIES THAT
MAY ARISE OUT OF COURSE OF DEALING, COURSE OF PERFORMANCE, USAGE, OR
TRADE PRACTICE. WITHOUT LIMITATION TO THE FOREGOING, BCI PROVIDES NO
WARRANTY OR UNDERTAKING, AND MAKES NO REPRESENTATION OF ANY KIND
THAT THE LICENSED SOFTWARE WILL MEET YOUR REQUIREMENTS, ACHIEVE ANY
INTENDED RESULTS, BE COMPATIBLE, OR WORK WITH ANY OTHER SOFTWARE,
APPLICATIONS, SYSTEMS, OR SERVICES, OPERATE WITHOUT INTERRUPTION, MEET
ANY PERFORMANCE OR RELIABILITY STANDARDS OR BE ERROR FREE, OR THAT ANY
ERRORS OR DEFECTS CAN OR WILL BE CORRECTED.

LIMITATION OF LIABILITY. TO THE FULLEST EXTENT PERMITTED UNDER
APPLICABLE LAW:

a. INNO EVENT WILL BCI OR ITS AFFILIATES, OR ANY OF ITS OR THEIR RESPECTIVE
LICENSORS OR SERVICE PROVIDERS, BE LIABLE TO YOU OR ANY THIRD PARTY
FOR ANY USE, INTERRUPTION, DELAY, OR INABILITY TO USE THE SOFTWARE;
LOST REVENUES OR PROFITS; DELAYS, INTERRUPTION, OR LOSS OF SERVICES,
BUSINESS, OR GOODWILL; LOSS OR CORRUPTION OF DATA; LOSS RESULTING
FROM SYSTEM OR SYSTEM SERVICE FAILURE, MALFUNCTION, OR SHUTDOWN;
FAILURE TO ACCURATELY TRANSFER, READ, OR TRANSMIT INFORMATION;
FAILURE TO UPDATE OR PROVIDE CORRECT INFORMATION; SYSTEM
INCOMPATIBILITY OR PROVISION OF INCORRECT COMPATIBILITY INFORMATION;
ORBREACHES IN SYSTEM SECURITY; OR FOR ANY CONSEQUENTIAL, INCIDENTAL,
INDIRECT, EXEMPLARY, SPECIAL, OR PUNITIVE DAMAGES, WHETHER ARISING
OUT OF OR IN CONNECTION WITH THIS AGREEMENT, BREACH OF CONTRACT,
TORT (INCLUDING NEGLIGENCE), OR OTHERWISE, REGARDLESS OF WHETHER
SUCH DAMAGES WERE FORESEEABLE AND WHETHER OR YOU WERE ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES;

b. INNO EVENT WILL THE COLLECTIVE AGGREGATE LIABILITY OF BCI AND ITS
AFFILIATES, INCLUDING ANY OF THEIR RESPECTIVE LICENSORS AND SERVICE
PROVIDERS, UNDER OR IN CONNECTION WITH THIS AGREEMENTOR ITS SUBJECT
MATTER, UNDER ANY LEGAL OR EQUITABLE THEORY, INCLUDING BREACH OF
CONTRACT, TORT (INCLUDING NEGLIGENCE), STRICT LIABILITY, AND
OTHERWISE, EXCEED TWO HUNDRED AND FIFTY DOLLARS (US$250); AND
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¢. THE LIMITATIONS SET FORTH IN THIS SECTION 6. SHALL APPLY EVEN IF YOUR
REMEDIES UNDER THIS AGREEMENT FAIL OF THEIR ESSENTIAL PURPOSE.

U.S. GOVERNMENT RIGHTS. The Software is commercial computer software, as such term is
defined in 48 C.F.R. §2.101. Accordingly, if You are the US Government or any contractor therefor,
You shall receive only those rights with respect to the Software as are granted to all other end users
under license, in accordance with

a. 48C.F.R.§227.7201 through 48 C.F.R. §227.7204, with respect to the Department of Defense and
their contractors, or

b. 48 C.F.R. §12.212, with respect to all other US Government licensees and their contractors.

EXPORT REGULATION. The Software may be subject to US export control laws, including the US
Export Administration Act and its associated regulations. You shall not, directly or indirectly, export,
re-export, or release the Software to, or make the Software accessible from, any jurisdiction or country
to which export, re-export, or release is prohibited by law, rule, or regulation. You shall comply with
all applicable federal laws, regulations, and rules, and complete all required undertakings (including
obtaining any necessary export license or other governmental approval), prior to exporting, re-
exporting, releasing, or otherwise making the Software available outside the US.

INTELLECTUAL PROPERTY RIGHTS. You acknowledge and agree that the Software is
provided under license, and not sold, to You. You do not acquire any ownership interest in the Software
under this Agreement, or any other rights thereto, other than to use the same in accordance with the
license granted and subject to all terms, conditions, and restrictions under this Agreement. BCI shall
retain its entire right, title, and interest in and to the Software and all intellectual property rights arising
out of or relating to the Software, except as expressly granted to You in this Agreement. You shall use
commercially reasonable efforts to safeguard all Software (including all copies thereof) from
infringement, misappropriation, theft, misuse, or unauthorized access.

THIRD PARTY COMPONENTS; ADDITIONAL TERMS. The Software may contain or be
delivered with one or more components, which may include third-party components, identified by BCI
in the Documentation, readme.txt file, third-party click-accept or elsewhere (e.g., on
www.beckman.com or attached to this Agreement as an appendix) (the “Identified Component(s)”) as
being subject to different license agreement terms, disclaimers of warranties, limited warranties or
other terms and conditions (collectively, “Additional Terms”) than those set forth herein. You agree to
the applicable Additional Terms for any such Identified Component(s).

MISCELLANEOUS. You may not assign this Agreement or any of Your rights hereunder without
BClI's prior written consent and any attempt to do so without such consent shall cause this Agreement
and any of Your associated rights hereunder to be null and void. No failure to exercise any right
hereunder will operate as a waiver thereof. If any provision of this Agreement shall be adjudged by any
court of competent jurisdiction to be unenforceable or invalid, that provision shall be limited or
eliminated to the minimum extent necessary so that this Agreement shall otherwise remain in full force
and effect and enforceable. This Agreement shall be construed in accordance with the laws of the State
of California and the United States without regard to conflicts of laws provisions thereof and without
regard to the United Nations Convention on Contracts for the International Sale of Goods. The sole and
exclusive jurisdiction and venue for any actions related to the subject matter hereof shall be the state
and U.S. federal courts located in the County of Orange, California. You irrevocably submit to the
jurisdiction of such courts and consent to venue in such forum with respect to any action or proceeding
that relates to this Agreement. The prevailing party in any action to enforce this Agreement shall be
entitled to recover its reasonable costs and expenses including reasonable attorneys' fees. No
amendment to or modification of this Agreement will be binding unless in writing and signed by a duly
authorized officer of BCI. This Agreement is in the English language only, which language shall be
controlling and any revision of this Agreement in any other language shall not be binding. Both parties
agree that this Agreement is the complete and exclusive statement of the mutual understanding of the
parties relating to the subject matter of this Agreement.

Warranty-3


www.beckman.com

Beckman Coulter, Inc. SOFTWARE END-USER LICENSE AGREEMENT

Warranty-4 B49006AT






Related Documents

CytoFLEX Instructions for Use
PN B49006

www.beckman.com

& secoun

COULTER

© 2023 Beckman Coulter, Inc.
All Rights Reserved



